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“Computer crime grows at an exponential rate compaed to
the growth of the Internet”

Dr. Mahesh S. Raisinghani

Faculty Member, University of Dallas




INTRODUCTION

The world has never been a safe place for busisedaat today’s executives face a
cacophony of threats that are as hazardous astbealiverse. Chief among the many
dangers facing Zicentury companies is cyber crime.

CERT is a federally funded cyber-crime researcharesperated by Carnegie Mellon
University. CERT has tracked an alarming trenddrporate computer crime. Over the
last 7 years, crimes against corporate networke haen logarithmically.

It's not just the computer crimes that 500,
have multiplied, but the computer P
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many computer criminals that we find it
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Cyber criminals are often referred to as o

hackers. Traditional hackers commit

their crimes for pleasure. They break in to, Security Incidents Reported by CERT
or disrupt, your network just for fun.
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Another type of hacker attacks a corporate, or gowent, network to protest an alleged
wrong. These people are terrorists who champiosesranging from militant Islam to
extreme Animal rights. This is not a new phenonmenburing the first Gulf war, 2
Dutch teenagers hacked the pentagon network betagepposed the US action in
Irag. Although not new, cyber-terrorism is growiagd corporations must guard against
potentially devastating attacks.

Finally, a rapidly growing cohort of hackers is mrated by profit — the professional
criminal. The FBI believes that the Russian orgedicrime has invested significant
resources into cyber-crime. Recent massive tloéttsedit cards from business and
universities have been traced back to Russian hackealditionally, several major
Internet scams appear to be link to organized aaisifrom the former Soviet Union.

The only thing that is more sobering than the gnganumber of hackers is the plethora
of techniques they use to rob you of your resourdése huge quantity of hacking
methods and targets may seem daunting. Many mesydgeed with an impossible task,
are tempted to give up.

Here is the good news: 90% of the attacks thatpékee in any year can be organized
into about 10 categories. The first half of thegpr attempts to explain the 10 most
common Network Security attacks that, for most besses, accounts for 90% of their
risk exposure.



What is the second half of this paper about? Vjedt, like identifying network attacks,
protecting your network can also be confusing. déea regularly introduce new
technologies that are proclaimed as the holy gfailetwork security. Naturally, each
technology makes competing (and often contradi¢tcaims. These technologies play
an important part keeping your network safe — tiggn add a powerful extra layer of
protection to a network strategy called “defensdepth”.

While “defense in depth” may be effective, it sosmery complex. Fortunately,
“defense in depth” does not have to be complicatgarohibitively expensive.

There are about 10 things that you can do to prgtaa network against 90% of the
attacks that might be launched against it. Welsi#n 10 things keep you safe from every
attack? No, just 90% of the attacks! For thelfif@®%6 you will have to turn to those
esoteric technologies. However, if you ignoreriegor defenses that are explained in
this paper, then defending against the more obstaeks will do you no good.

Finally, this paper attempts, as much as is passibldiscuss the complex issues
surrounding network security is simple, non-techhierms.

TOP 10 THREATS TO YOUR NETWORK

1. Network disruption

Computer Viruses viruses are programs that deliberately attempestroy computer
data, your ability to communicate with other congpst or even physically damage your
computer. Viruses have another interesting chariatc: they attach themselves to
another program and self replicate on the targehma.

Viruses have been a reality since the mid-eightle®akistani computer programmer
who was frustrated by computer piracy wrote thst fir

“ . virus. This virus was an attempt to punish usérs o
(A DOS) 1S bOth pirated software by destroying their operating syst

InSI_dIOUSIy Today there are some 70,000 viruses moving around
deliberate and the Internet with names like Code Red, Nimda, Klez,

. Chernobyl, | Love You, Melissa, and Michelangelo.
teChnlca"y One in every 200 e-mails contains a virus. These
Sophisticated" menacing programs not only attach themselves to

benign programs, but they can cause a program (like
email) to distribute the virus to hundreds of new
potential victims. It is no wonder that the worlde cost of viruses in 2002 could, by
very conservative estimates, exceed 13 Billion Ofadks.




Denial of Service- a Denial of Service attack seeks to keep legienusers from using
the services of a network. Technically, a DoS (Bleof Service) attacks can be very
crude (cutting the cable that connects an Inte®eetice Provider to the Internet), the
result of another attack (a virus can destroy @eser denying legitimate users access to
the server) or the unintended result of unusualort activity (when the Starr Report
was posted on CNN, the web site was flooded widrugying to download the
document, normal service was not restored for hpurs

However, when network security experts speak abo&, they usually have something
in mind that is both insidiously deliberate andically sophisticated. Basically, DoS
attacks misuses features of how communicationsatpen the Internet in order to cause
the service to “freeze up”.

There are many variations of DoS. However, heeessnple explanation of a
Distributed Denial of Service attack (a common Rdt&ck.) Under normal conditions,
when a user (called a client)
requests to down load a file
from an other computer
(called a server) there is a 3
step process called a
handshake that must take
place before any information
can be downloaded. The 3
step hand shake can be
thought of as someone
knocking at your door, you
respond with, “Hello”, and
the visitor responds with
“Can | come in?” A defaced web site

A server has many doors. Imagine that you liva house with many doors. Someone
knocks on one of those doors. You respond witkelftd. While you are waiting for a
response, someone else knocks at another door.sa§guHello” and wait for a
response. While you are waiting for a respons@esme else knocks at another door ...
eventually you will give up in frustration. This exactly what happens to a server — it
shuts down (times out). If these “knocks” appeacdme from many different locations
then it is a Distributed Denial of Service (DDo%®pak.

2. Web site defacement

Defacing web sites is a favorite activity of palélly active hackers as well as “technical
vandals”. A web site is basically a word procegsage that has been placed on server
(computer) that is attached to the Internet in su@ray that it can be read by the public.
There are safe guards designed to allow only aiz#éwbipersons to make changes to the
web site. However, hackers have found that wels site an easy target to break in to.



The Microsoft web site, the Recording Industry sttiof America (RIAA), CNN and
eBay have all been frequent targets of hackersiléMieb site defacement may seem
more like a prank than a hack, the financial damagecompany’s reputation can be
severe. This is especially true if the companyageg in e-commerce or sells a product
related to security or reliability.

3. Blackmail

“Today, law enforcement personal from the U.S. $&mevice and Federal Bureau of
Investigation (FBI) arrested a computer hacker wliie attempted to extort $100,000
from a U.S. bank News stories like this are a common sight todByperts suspect that
many more extortion attempts result in secret paynteethe hackers than result in the
arrest of the hackers.

How does this extortion scam work? First, a ha¢geteam of hackers) breaks into a
network computer that is used to store valuablermétion. This information could be
customer credit card data, proprietary companymétion, or other financial data.
Second, copy the information. Third, the hackerstact the company and threaten to
make public the information unless they receivaygnpent. The company often pays the
extortion money rather than face the public reteginightmare that would result from
public disclosure of the stolen information.

4. Credit card/identity theft

Identity theft is one of the fastest growing
categories of computer crime. Criminals break into
a computer and steal Social Security numbers,
credit card numbers, and other personal
information. This data is used to commit a wide
range of financial frauds.

Here are just a few examples:

New credit card accounts are opened up using tiieng name but a new
address. Because the victim’s bills are being seatnew address, the victim
may not immediately realize there's a problem

The mailing address is changed on existing credtd eccounts. Then, the hacker
will run up charges on the victims account.

Cell phone service is established in the victims@and 1000’s of dollars in
charges are run up.

Existing bank accounts may be emptied.
New bank accounts are established and bad cheekgridgten on that account.



5. Industrial espionage : :
“The United States is the

Industrial espionage refers to theft of proprietary only country in the world
information, competitive intelligence, or other that forbids, by law, it's
intellectual property from a business. Unlike intelligence agencies from
business intelligence, which is gathered by legal sharing information

means, industrial espionage is acquired by illegal | 9athered about foreign
methods. The name may be obscure, but the problenfoMmPpetitors with privately
is huge. The American Society for Industrial held domestic companies.”
Security (ASIS) believes that the value of the Dr. John Nugent

intellectual property lost to economic espionage is
about $300 billion a year.

In the past, industrial spies resembled an
international spy or professional thief. They wbirfiltrate companies, pick locks, and
photograph documents. However, today’s indusspagl does not wear a tuxedo, have a
license to kill, or drink martini’s that have betmaken, not stirred”. Modern industrial
spies use the tools of the hacker to penetratedits, access servers, transfer sensitive
documents and cover their tracks.

But just because these criminals use hacking skilés not mean they don’t like short
cuts. Michael Anderson, president of New Techniel®dnc., and former Treasury
Agent, estimates that 85 percent of corporate aggie is perpetrated by employees.

6. Embezzlement

For the most part, large amounts of money are ngdostored and protected by
impregnable bank vaults. Today’s bank vault isgital record stored on a well-
protected computer. This is a profound concepthiha wide raging implications for
banks, companies and consumers. Patiwat Panaattior ofPerils and Pitfalls of
Cybercommergeput it this way, “Transforming money from (papbil)s into electrons
is probably a greater leap than the transformatdfagold coins into flat currency.”

Willie Sutton, the notorious bank robber was ongleed why he robbed banks. His
famous answer was, “because that's where the msrielf alive today, Mr. Sutton
would probably be hacking computers — becausestdiere the money is.

Perhaps the most publicized case of computer ertdreent is a fascinating story about
salami and tacos that sounds more like a food $hany a crime story. In 1997, a
Maryland court sentenced to 10 years in jail foberzling $3600 from Taco Bell using
a technique called, “Salami”. Salami is a techaithat removes small slices of assets
without noticeably reducing the whole. In othemrdsy change the numbers (take the
money) a small slice at a time so that no onemutice.



In the Taco Bell case, the hacker hoped that raqpgmonly part of the price of every
meal (and pocketing the difference) would not beced by auditors. Other recent
Salami cases have involved skimming money eleatedlyi from: gas pumps, FICA tax,
rental car charges, and bank service charges.

7. Phone fraud

While many believe the old adage, “There is no ghalg as a free lunch” criminals are
often in search of a free phone call. Accordingh®editors of SC Magazine, phone
fraud costs U.S. industry more than $4 billion aryeAmong the many varieties of
phone fraud are: Toll Fraud, Calling Card Fraud] Bkrone Fraud, and PBX Fraud.

Toll Fraud takes advantage of users ignoranceeof th
telephone network. Most people, when they recaive
message like this, “Hi, this is Phil from Zathron.
Please call me at 809 555-1212 as soon as youn get i
it's urgent” will call the number. Unfortunatelghe

809 area code is in the Caribbean and therefore not
subject to the same rules and charges that camstrai
U.S. telephone companies. In the 2 minutes that it
takes to find out that no one knows Phil from Zaithr
the user has run up a $30 phone bill (because of
international tariff law, most of which will go intthe
hands of the con artist who set up this scam).

Calling Card Fraud is a thriving industry. Thieves
steal calling card numbers from legitimate users an
sell them to people, who make as many expensive
phone calls (usually to thé®3vorld) as possible until
the card is canceled. One of the most common ways
that thieves steal calling card numbers is thrcaigh
technique called shoulder surfing. The thief looksr
the shoulder of a person entering their callinglcar
number. A good shoulder surfer can acquire card
numbers without even being noticed!

Cell Phone Fraud is similar to Calling Card Framdept that the thieves steal cell phones
and run up exorbitant charges on them. Sometiheethteves steal the physical phone.
However, there are ways to “electronically” stdwd tdentity numbers off of a cell phone
and “clone” a duplicate of the phone. The phow&ser is unaware that anything is
wrong untill the next bill is received.



PBX Fraud is an attempt by criminals to illegiti@igtuse a company’s telephone
network. A PBX is the technical name for a soptaded corporate switchboard. If a
hacker gets control of a companies PBX then thainal can make free phone calls to
anywhere in the world. Additionally, if a hackeaigs control of a PBX then phone calls
can be made through the PBX so that they canntytbed to the real caller.

8. Hijacking your network

The Holy Grail for hackers is taking over a serfgamputer) on someone else’s network.
Why is this such a big deal for hackers? Becaudey can control a network that they
have no connection with, then the hackers canhaenetwork to perform all kinds of
mischief. For example, criminals could attack amoek and leave tracks only to the
hijacked network. Or, the compromised network ddag used as a rouge server — an
illegal source for pirated software, MP3s or pomapdy.

9. Backdoors and access points

In the world of computer crime, a backdoor is aauthorized way to access a computer
or a network. Backdoors are sometimes intentigna#iced in programs during the
development phase so that programmers can acdéessation quickly without going
through the log on process. Sometimes programfargst to remove these backdoors
and hackers tend to find them. Also, when a ndtwsbroken into, criminals will often
create their own “backdoors”. In this, even if ttework administrator discovers the
hacker, there is another way to access the network.

A final note about backdoors: wireless networkiag become very popular in the work
place. Itis relatively simple for a novice uselattach a wireless access point to the
company network, add a wireless network card to twmputer and enjoy the
unencumbered world of wireless networking.

10. The Risk of litigation

It is a well-established legal principle that Cangte officers
have a fiduciary responsibility to exercise dueeaarer all Y
of a corporations assets. Information is a corgoasset.
Corporate officers can be held responsible when
corporate assets are compromised. This is howd&land

Bennett, CEO of Secure Enterprise Computing, gut€an ‘

company board members, executives and manageedde h

responsible for computer information security bress® The answer is a resounding,
"Yes" and most don't realize the number of intrgdéat attempt access their company's
data systems each and every day.”



In addition to law suits from shareholder and staké@er, companies (and their
executives) face the threat of legal action fronplayees if a security incident results in
either a compromise of employee privacy or a séxtmastile work environment (i.e.
exposure to pornography). Most experts belieaéttie best way to reduce legal
exposure in these areas is to document that mareagdras exercised due diligence and
due car regarding information security.

“Only 2% of discovered computer crime is reported b Law Enforcement”

Charles Neal,
FBI Cyber Crime Unit

TOP 10 SIMPLE WAYS TO SECURE YOUR NETWORK

1. Security Awareness Training

Security Awareness Training is listed first becais®foundational. eWeek Magazine
states, You can throw as much technology as you want airgeryour organization

but, when it comes down to it, you don't standanck unless your end users are aware
that what they do—or don't do—has a lot to do Witlv secure your enterprise’is.
Author and network security expert Peter Nortonctws, "Fix the education deficit! The
first step you should take to fix your network sigus to educate your end users."”

End users of network services should be trainedstich for signs of computer crime.
Annual training should also inform users of whatqtices they can employ to minimize
the risk of network attack from hackers. But esdrs are not the only group who should
be trained — management and technical staff aled regular security training.

Management needs to be kept abreast of secunitglgyeisks and best practices.
Technical staff needs more in-depth training ineor understand the techniques used to
breach network security, the role of security pergb, and the function of products and
principles used to secure networks.

Like daily exercise is fundamental to physical beaecurity training is fundamental to
the security health of a network. However, likggibal exercise, security training is
easy to do — but it is easy not to do. Like thexwho, after decades of neglect,
collapses of a massive coronary, the consequetficex providing security training are
both cumulative and devastating.

Rule: End users, technical users and management shouldceive annual security
awareness training.



2. Never open unexpected attachments

Frequently, network attacks are spread throughiepragrams. An attacker may send a
victim an e-mail with the instruction, “Take a loakthis — it's really cute”. When the
victim opens the e-mail attachment, the computey beainfected with a virus. Worse
yet, the e-mail attachment could be a program (knasva Trojan Horse) that can
remotely take over the victim’s computer.

Two simple rules will significantly reduce the riskinfection from a virus or a Trojan.
Rule 1:Never open e-mail attachments from people you donknow! Rule 2:Never
open unexpected, or non-business, e-mail attachmentven from people you know!

3. Don’t use unlicensed/unauthorized software

Another major way that people are infected with
viruses and Trojans is by opening files from itlici
sources. What is an illicit source? An illicitusoe

for programs (and content) is one that is less tiear
about its ownership, motives or legality. Typical
content downloaded from illicit sources includes:
pirated commercial software, orphan software
(obscure source), and pornography. In some ways,
safe computing is like safe sex — fidelity keepa yo
healthy and safe.

Rule:Never download (or use) any program or file
unless you can personally verify that the file has
come from a commercially reliable source

4. Use passwords properly

Many networks are breached because the usersfddow two simple rules: Rule 1:
Never write your password down. Rule 2:Use strong passwords.

Why forbid users to write down their passwordsZTdse a common way that hackers
find a user’'s password is by searching desks, wgalieirses, and notebooks in search of a
password. Itis shocking how often people writevdaheir user name and password and
how quickly a skilled hacker finds this written ced!

Well, the next question is what is a strong pasd®oA strong password is one that is
not easily guessed, has a minimum length, usesarelgtters AND special letters, and is
changed periodically.



It is surprisingly easy for a hackergaessmany passwords because they are based on
the name of a spouse, a pet, a child, or a spé@ial The solution to this weakness lies
in the user choosing a password not based on dy ‘Gagessable” aspect of their lives.

Passwords must be long enough to challenge thenousisoftware products that can
break passwords — sometimes in seconds. For egam@ Windows environment any
password that is shorter than 8 characters camdkei by commercially available
software in just a couple of minutes. Another w@glow down password cracking
software is to include special characters in eadsword. Special characters are non-
alphabetic characters like | @#$%"&*().

Finally, no matter how well chosen a passworditsrust be changed regularly. Why?
Because if a password is compromised then perilgidaanging the passwords will
minimize the amount a time a hacker can accessetveork.

5. Keep patches up-to-date

Every day, security holes are discovered in vargnfsvare packages and operating
systems (OS). These security holes can enableetsattkaccess a users data, control a
users computer remotely, or even destroy certaimpebers. When companies realize
that their software has a security hole they oftetke available a fix for the hole known
as a security patch. Often, these security h@ase found on machines for years after
the software vendor has provided a patch. Chedkimgake sure that your OS and
software patches are up-to-date will help keeprnyemwork safe from hackers.

Rule:Regularly check to make sure that your software anedperating system have
all of the latest security patches installed.

6. Don’t neglect physical security

With all the emphasis on technical security, gasy to
forget that technical security does no good if gaanot
maintain physical control of the computer/dataager
Recently, a managed health care company lost dafitro
the records of over 500,000 people. How did the
criminals get control of this data? Wasitbygssome || || || || || || [} ] |
highly technical hacking technique? No! The te®v
walked in with a hand truck and rolled the compsitaut
the front door!

Rule: Make sure that computers and storage systems
receive the same level of physical security as your
other valuable physical assets.




7. Use strong encryption

Encryption is the process of taking meaningful infation and making it appear random
to everyone except authorized users. In the diigibald, encryption can be used to
protect word processing files, databases, spreatstdigital photos and e-mails. By
encrypting all of your sensitive data, an extralagf protection can be added to your
network. Even if your computer is compromised s#@re data will still be kept from the
prying eyes of an intruder.

Although most encryption packages are inexpensidee@sy to use — not all are equally
effective. Consult with a security professiondidoe deciding on an encryption strategy.

Rule:Whenever possible, use strong encryption to proteaformation, which if
made public, might represent a loss to your company
8. Have an effective and up-to-date security pokc

Executives lead — whether they intend to or nbseturity is not a priority for
management then it will not be a priority for the

‘“ ) staff. The primary purpose of a formal security
If yOU dOﬂ t policy is to articulate management’s commitment to
security and set a general direction for how séguri
care Where is to be treated within the company. The old adage

. is true, “If you don’t care where you are goingrthe
yOU are gOInQ any road will take you there”. Effective security

policy must point the way towards achieving the

then any rOad company’s security goals.

W|" take yOu A security policy developed by senior management
E should address the following issues: How various
there. hardware and software security solutions are to be

deployed, the goals for end user security training,
regulatory, legal and compliance issues,
departmental responsibilities, and issue specdlcies (i.e. Internet access, e-mail, etc.)

Rule:Management must develop a security policy and reweit yearly.

9. Do the big 3: Firewalls, Anti-virus, and IDS

There are many security related products and ssftat a company might consider
employing to defend a network. Some solutionssargple while others are very
complex. Some solutions are inexpensive whilersthee costly. Which solutions a
company should employ depends largely on the sidenaeds of the individual
organization. However, all companies, regardlésbeir size or budget, should deploy



firewalls, anti-virus software and an intrusion
detection system to secure company o
information assets. Let’s briefly define thes Flrewa”S

three tools. limit the

Firewalls limit the exposure of a computer or
network to attacks from the outside world. A exposure Of
firewall can be a software program or a a Computer

separate piece of hardware. or netw ork

Anti-virus softwarechecks for the presence o to attacks
computer viruses on storage media, emails,

etc. While not 100% effective, anti-virus from the

software will protect systems against most .

computer viruses. OUtS|de
world”

Intrusion Detection Syste(fDS) software
typically uses expert system software to aler
users (or support personal) to potential attacks
on computers and networks.

Rule: All computers connected to the Internet (either diectly or indirectly) should
be protected by a Firewall, Anti Virus software andan Intrusion Detection System

10. Test your security

It has often been said that we do not get whatxped — but what we inspect. That is
the principal behind security testing — find outwheecure your network really is. There
are 3 basic types of network security testing: patien testing, vulnerability
assessment, and financial/network audits.

Penetration testing examines a network from thegestive of an external intruder trying
the defenses of the network to find their weaknesa&ilnerability scanners test all
network hardware and software against a databdseosin software and hardware
vulnerabilities. Financial audits examine the redsoof a company that track the
organization’s financial activities. There areaets, called logs, that track the activities
of a network - network audits examine these recotdsally, a cooperative team should
implement financial audits and network audits corently. This will give the team the
greatest chance of discovering improprieties.

Rule: Implement penetration testing, vulnerability assesment, and
financial/network audits as often as security polig dictates.



CONCLUSION

A particularly successful elementary school
teacher was once featured on the television
show 60 Minutes. Her young students were
complaining that the novel they had been
assigned to read, Treasure Island, was too
long. In response to their complaints, she
asked then, “How do you eat an elephant”?
The answer, “One bite at a time.” The
challenges of network security can seem
daunting. But if the challenge is broken down
into simple tasks, and the tasks are
implemented one step at a time, then this
elephant can be easily digested. Hopefully,
this paper will inspire you to begin making
your network safer today! We at
TrainingMagic would love to work with

you as you strive to secure your

organization’s network and information. 1117 Horseshoe Bend

Irving TX, 75061

(800) 839-1503
www. TrainingMagic.com
Bob@TrainingMagic.com



